WAYS CYBER
CRIMINALS ARE
GOING AFTER YOUR

MPLOYEES
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Cybercriminals are after your
employees, not because they're
careless but because they're human.
Hackers use social engineering attacks
to trick their victims, as it saves them
from the difficult work of getting
around a firewall or antivirus. Let's dive
into some of the deceptive tactics they

use to exploit your people

ececeoe @iglu.



ATTACK #1

PHISHIN

Hackers target the very thing
that an employee checks every
day— their email inbox.

. ose as
Ph\sh\ng ema\\s P h like Dear User,
trus Wort Y We have detected unusual activity on your account and,
Someoﬂ dor or \1- as a precaution, have temporarily restricted access. To
nager, aven . avoid PERMANENT SUSPENSION, you must verify your
ma Ot'\\/e is O identity and reset your password immediately!!
Thelr U\ter\or m ‘Lo Please follow the link below to restore acces:
em loyees in Reset Your Password Now
tr'\c\( yOUr mise This link will expire in 2 hours. Failure to act will result in
e onC m\OfO the deactivation of your account for security reasons.
c\\C\(\ng \ ad‘ng files of Thank you for your promtp attention to this matter.
nlo . Sincerely,
links dow \og‘“ de‘ta\\s- Account Security Team

XXXXXL @iglu.



T0 '€ a'\\@gma'\\.com

From }oe@m'\crosoft.secur'\ty.com

ENT‘.‘.UPDATE ACCOUNT‘.‘.

SUb}eC\’. URG

please review the atta

jmportant update our w rkplace policies an
dures. Al employees required © review

' TODAY 0 remain in

ATTACK #2



ATTACK #3

PRETEXTING

Unlike phishing attacks,
where the perpetrators
induce panic or urgency,
In pretexting, scammers
take time to build trust by
using carefully crafted
stories.

n
\d pose asa
hacker o4 te
Th:hn'\aaﬂ or HR and C-reaour grust
. vable story ¥ gain ¥ has been
belie " claim at there i
c :
They “h and they can he g sl or
bre.af oy shar your cr e .
only ; :cces to your lapt \p.but s
ran 4s like an offer to helP
soun
a trap-

Final Notice from

Department of Transportation:
According to our records, you
have an unpaid toll on your
account for driving on U.S. toll
roads. According to the
Department of Transportation's
vehicle regulations, you must pay
the balance by the deadline of

If you fail to complete the
payment within this period, your
unpaid toll real-name account will

be reported to Experian, Equifax
and TransUnionon in
accordance with the guidelines of
the Fair Credit Reporting Act
(FCRA). You will face the following
consequences:

1: DMV registration suspension
(renewalftransfer blocked) and
license plate revocation process
(effective

2: Damaged credit record: bad
record will be retained for 7 years,
affecting loanflease application.
3: Legal penalty process: small
claims court case (public record)
4. Late payment fees will be

+




QUID PRO QUO (QPQ):

In this phishing scam, the attacker uses their
social skills to convince the victim that they're
doing them a favour and for free.

Your Job Offer

Financial Solutions

Hello,

Your impressive background and
resume caught my attention. We
would love to extend a job offer
to you. Below is a link to our offer,
including a respectable salary and

benefits.

Access it directly here: Review
Document

Please review and send back with
your signature to accept.
Welcome to the team!

Iglu.



ATTACK #5

BAITING —

The most famous, or
rather infamous, example
of this social engineering
attack is the Nigerian

Prince scam.

Howdy My name is Deborah. May
| share a role with you?

The sender is not in your contact list.
Report Junk




TAILGATING

Also known as piggybacking, this type of
attack involves an unauthorised person
entering a secure area by closely following
behind somebody with all the clearances.

T iglu.
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ATTACK #7

WATERING HOLE

This is a highly sophisticated attack
in which the hacker identifies a
frequently visited website within the
targeted business.

XXX @iglu.



TURN YOUR
EMPLOYEES

INTO YOUR

STRONGEST
DEFENCE

CONTACT US TO
FORTIFY YOUR
BUSINESS!

> iglu.




